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» YT1o Takoe DNS?

 DNS pacwmndposbiBaeTtca kak «Cuctema
NOMEHHbIX UMEH»

* DTO NepBbIn War B NOAKAYEHNM K
NHTepHeTy

* «TenedpoHHaa KHUra» NHTepHeTa

* Wcnonb3lyetca BCEMU YCTPOMUCTBAMMU
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» Kakue cny»6bl nonaratorca Ha DNS?

* Beb-cTpaHuUbI « VPN

* [lo4yTOBble cepBepbI

IoT npunoxeHun
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HHbIX
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C6op email agpecos,
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BoopykeHue

DNS TyHHenuposaHue [ocTueHne uenemn
ConpsKeHue sKcnaonTa
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DNS BHeapeHue
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DNS TyHHenuposaHue Command & Control
DNS O6patHblit KaHan ynpasneHnua ana

BEIS0B yAanéHHoro 3NEKTPOHHOI nouTe,
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DNS Kak rnaBHas yrposa

95% BPEAOHOCHbIX NPOrpamm, @
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* (CBa3b c Command and Control
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*  JKchuabTpaUMA U NOAMEHA

AaHHbBIX Secure Web H

* [lepeHanpaBneHue TpadpuKa Ha Gatevvvay [ (XYY} ] : UDP nopt 53
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YHUKaZIbHbIX MeXaHU3M KaTeropmsaumm A40OMeHOB Ha 6a3e UCKYCCTBEHHOrO UHTENNEKTA
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O6nauHbIi 3aWwmnTHLbI DNS
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» DNSDome - O6:1auHoe pelenue
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%65 malicious traffic exceeded
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» DNSDome - Mogaean Positive Security
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» DNSDome - Kareropu3zanus

BnepBble yBUAEHHbIE AOMEHbI KNaccupuumpytoTca 3a
10 muHyT!
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* On-prem VM

* O6Hapy)XeHMe 3apa*KEéHHbIX YCTPOICTB
* OG6Hapy)keHue aHOMaNumn

*  OTJYéT 0 NnepBoOM noceLeHUn

* OrtuéTt 0 npobenax B 6esonacHocTH

* SIEM wuHTerpauyus
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» DNSEye — On-prem pemienue

00 D N S Eye VM ’.TeXéTI():ec)i(;BaHHH:

DNSEye - Kak 310 paboraer?
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Microsof DNS Server Debug Log

11.03.2021 10:42:10 14E4 PACKET 000001FC8495F560 UDP Rcv 10.0.0.51 38a8 Q [0001 D NOERROR] A (3)bp2(7)blogger(3)com(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC82B78080 UDP Rcv 10.0.0.51 8375 Q [0001 D NOERROR] A (7)walmart(3)com(2)br(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC84DFB130 UDP Rcv 10.0.0.51 Obfa Q [0007 D NOERROR] A (7)rolloid(5)today(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC8495F560 UDP Rcv 10.0.0.51 2af7 Q [0001 D NOERROR] A (13)digitaltrends(3)com(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC82B78080 UDP Rcv 10.0.0.51 6¢c6¢ Q [0001 D NOERROR] A (8)navitime(2)co(2)jp(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC84DFB130 UDP Rcv 10.0.0.51 5¢69 Q [0001 D NOERROR] A (6)nvidia(3)com(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC8495F560 UDP Rcv 10.0.0.51 b334 Q [0001 D NOERROR] A (13)eschoolplus31(3)k12(2)ar(2)us(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC85441140 UDP Rcv 10.0.0.51 578c Q [00017 D NOERROR] A (4)tijd(2)be(0)

11.03.2021 10:42:10 14E4 PACKET 000001FC83AA25A0 UDP Rcv 10.0.0.51 9d96 Q [00017 D NOERROR] A (8)demorgen(2)be(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC8495F560 UDP Rcv 10.0.0.51 4836 Q [0001 D NOERROR] A (9)ukunblock(5)today(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC85441140 UDP Rcv 10.0.0.51 8634 Q [0001 D NOERROR] A (9)evangelio(4)blog(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC825CF890 UDP Rcv 10.0.0.51 e1dd Q [0001 D NOERROR] A (5)stuff(2)co(2)nz(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC82BBA070 UDP Rcv 10.0.0.51 222d Q [0001 D NOERROR] A (10)soul-anime(2)us(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC85441140 UDP Rcv 10.0.0.51 6570 Q [0001 D NOERROR] A (6)letras(3)mus(2)br(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC825CF890 UDP Rcv 10.0.0.51 261f Q [0001 D NOERROR] A (10)pentestlab(4)blog(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC82BBA070 UDP Rcv 10.0.0.51 62c3 Q [0001 D NOERROR] A (8)yeloplay(2)be(0)
11.03.2021 10:42:10 14E4 PACKET 000001FC85441140 UDP Rcv 10.0.0.51 2ca0 Q [0001 D NOERROR] A (4)smbc(2)co(2)jp(0)

17
© DNSSense,2023. Inc. All Rights Reserved.



Making Sense of DNS

DNSSense

» DNSEye — On-prem pemienue

DNSEye — MacmrabupoBanue
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» DNSEye — On-prem pemienue

DNSEye — NnTterpauma c SIEM Ha ocHoBe npaBun

1 .
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» DNSEye - Security Gap

BrisiBieHHEe IpoOEIOB B 3aIIUTE

Making Sense of DNS

. UTM HTTP Proxy HTTP DNS
Domain Categorory User Hostname Attack Result
Request Request Request

gjcycc.com DGA Domain Jack Talk CTO-Macbook Passed Passed Passed Attack Successful

Faccebook.com  Phishing Darek Baker Sales-PCl1 Passed Passed

zzggl23.com Malware/Virus  Daniel W. Daniel-Mac Passed Passed Passed Attack Successful
Potentially . .,

5lnews.xyz Natalie B. Natalie's Iphone Passed Passed Passed Attack Successful
Dangerous

realsrv.com Malware/Virus  Tatiana K. TanyaPC Passed Passed

instaggrm.com Phishing Johan 230X130 Passed Passed Passed Attack Successful
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» DNSEye - Security Gap

Security Gap - Kak sto paboraet?

1. YeTpoiicTBO BUPTYanbHOM MAIIUHBI CO3AAET CIIMCOK BPEIOHOCHBIX
JOMEHOB, 00HAPYKEHHBIX B KypHamax DNS

( X X ) DNSEerM EEEEEEEEEEEN
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DNS Logs

Coucok
BpPEIOHOCHBIX
JIOMEHOB
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Security Gap - Kak sto paboraet?

2. BupryanbpHas MammHa IbITaeTCs MOAKIIOYUTHCS K BPSAOHOCHBIM
A0MeHaM, 0OHapyKEHHBIM B KypHaitax DNS

eee DNSEye VM I
Destination IP;: DNSSense Server

Coucok
BpPEIOHOCHBIX
JIOMEHOB
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» DNSEye - Security Gap

Security Gap - Kak sto paboraet?

3. Ecmu DNSSense nmonydaer makeT, 3To 03Ha4aeT, YTO B O€30MaCHOCTH €CTh Opelib

ATaka ycrienrHa
----------------------------------} DNSSense

Destination IP; DNSSense Server

Coucok
BpPEIOHOCHBIX
JIOMEHOB
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» DNSEye - Security Gap

Security Gap - Kak sto paboraet?

3. Eciu DNSSense He monydJaeT makeT, 3TO 03HA4YaeT, 4TO araka Oblia 3a0JI0KHpOBaHA

DNSEye VM .
Destination IP: DNSSense Server ° > DNssense

‘ Ataka 3a0710KHpOBaHa

Coucok
BpPEIOHOCHBIX
JIOMEHOB
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Security Gap oT4ér

DNS Security Test
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v CKBO3HaA BUAMMOCTb U aHaNn3 v 3almTa oT BPeAOHOCHbIX
NS-Tpadumka 6e3 peopraHusaumnm nporpamm, pULLIKNHra, NPOrpamm-
BbIMOraTe/siei 1 aTak HyJ1eBoro AHA

» 3APAXKEHNN 1 v' AHa/IUTUKA yrpo3 Ha OcCHoBe
IX B CETH, NCKYCCTBEHHOTO MHTENIEKTA

v AKTUBHaA 6/10KI/1pOBKa nonbITOK
Kpa*Xn gaHHbIX 1
MaCLLITa6MDOBaHVIe 3allnTbl Ha BCe
4acTth ceTun

HapyweHue uenoyek APT aTak,
BbIAABNANTE 3apaXKEHHbIX YCTPOMCTB
W CBA3AHHbIX C HUMM
nonb3oBaTenen

MHTerpauyma SIEM Ha ocHoBe
npasun

WHTerpauma c EDR

BIMAHUE HA BUSHEC

dnssense.com
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O DNSSense

DNSSense HauMHanCA KaK NPOEKT KnaccudpuKkaumm JOMEHOB.

Mocne pa3paboTku AMHAMUYECKON MHOPACTPYKTYPbI Knaccudpukaumm gomeHos B 2016 roay
KOMNaHWA CcTafa npeaoctaBnatb obnayHyto 6e3onacHyto cnyxby DNS pgna knveHTOB
KOpNOPaTUBHOIO YPOBHA.

Bckope DNSSense ¢okycupyTeca Ha aHanuse DNS n npoayktax Advanced DNS Visibility ana
HY/, KOPNOPaTUBHbIX CETEN.

CerogHs, bnarogapa TpPEM WHTErpupoBaHHbIM npoayktam, DNSSense no3BonsieT cBoum
3aKa3umkam 6e30macHO NoaKN4aTbcA K MHTEpHeT, NnpefocTaBnAa npu 3TOM BCe AaHHble
aHanusza DNS, Heobxogmumble kKomaHaam SOC.

Making Sense of DNS

£ pelivery Hero Allianz@ @ TURKISH TECHNIC 25 MBI FARMASI
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G2 KoprnopaTUBHbIA CErMEHT

[Toyemy mbl nyywive B

KOpNopaTUBHOM cermeHTe?

© DNSSense,2023. Inc. All Rights Reserved.

57 reviews

High
Performer

SPRING

dnssense.com

Contenders

Leaders

=
o
3
T
() a
o) :
3
L]
® ©®
Niche High Performers
Satisfaction (5)
31



Oner Kotos, CISSP

leg.kotov@dnssense.com
+7 916 836 63 68

dnssense.com



