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BbiMoraTenbcrea u
KOMMNpoMeTauua Aen0BoM
3N1€KTPOHHOM NOYTbI PaCTyT

PocT npecTtynHOCTU 13-3a
3KOHOMMYECKOro Kpusuca

MoBbllWeHMe cneuyannsaumnu,
HaLLeNeHHOCTU, MepcoHann3aLmnm

B3nom NpecTynHMKOB NoAULMEN
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CaboTa, WNMOHAX, Kparka
MHTENNEKTYaNbHOW COBCTBEHHOCTH

YKpblBaHUE NPecTynHUKOB
Mony4yeHue npubbinm (C. Kopes)

[ns Bawero 6usHeca
3TO aKTya/lbHble Yyrpo3bl?

IKOHOMUYECKNIN KPU3NC
BeAET K HapyLIeHWNIO NpaBu

Ob6uKeHHble COTPYAHUKK
MCTAT paboTopaTento

KnbepnpectynHuKku
NNaTAT MHCANnZEepam



Bonee 6bicTpble U cneynann3npoBaHHble aTaku

XaKepbl y4aTcAa
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(PowerShell uT. a.)
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YcTanocTb OT ONoBeLWeHUN

HenocTaToOK HaBblIKOB

Pa3po3HeHHble MHCTPYMEHTDI

Cnabas npnoputmnsaums



. é

Pa3spaboTtumnku Cneuymanuctbl no Ub

«fl xo4y 6bICTPO NOCTABAATb HOBblE GYHKLUNY. «f gonKeH 3aWmTUTb OBU3HEC OT Yrpo3».
«Cucrtema 6e30nMacHOCTU He coyeTaeTca C «fl He 3Hato, YemM 3aHMMatOTCA
MOWMMU NHCTPYMEHTAMU Y. pa3paboTuynKkmny.
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3awumTa

Pa3po3HeHHOCTb
Cnenble 30HbI

Cnabas
NPUOPUTU3aLUA

—

&

— O6HapyXeHue -

Pa3po3HeHHOCTb

N30bITOK

..@@

— PearnpoBaHue —

Pa3poO3HeHHOCTb

MeanntenbHOCTb

ONOBELLEHNN

bbiCcTpble aTaKku

Cnabas
aBToMaTm3auus
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E

— OUueHKa

O6HapyKeHune
aKTUBOB

OueHKa pUcKos

[MpuopuTnsaymnAa
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— ObHapy)XeHue —

MHOroypoBHeBbIM
XDR

XopoLwaa BuanMmocCTb

[NMpuopuTnsauma ana
KPUTUYECKUX aKTUBOB
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— PearupoBaHue —

LleHTpannsauyuna
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[NMpnopuntnsauma
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[NloaaepXKa pyyHOro
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YpoBeHb 6e30nacHOCTU U AelCTBMA NO BCEM TUNAM aKTUBOB

UpeHTndunKayuma
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BbIiCOKMIA pUCK VI
KomnpomeTtauum, E" API
OrpaHUYeHHble
npasa gocryna
AamnuHr AKTUBHO
Sy e AKTUBHO
YYeTHbIX i aKcnayaTupyemas
] oo aKcnayaTupyemas
OaHHbIX R o YyA3BUMOCTb +
N, o 4 YA3BUMOCTb
Ha yCTpoucTee
C BbIXOA40M
B UHTepHer

KoHTponnep gomeHa
C HenpaBU/IbHOM

0 D d
XpaHunuuwe

KOHurypauuen C HenpaBu/1IbHOU
6e3onacHocTH KoHdUrypaumemn




YnpasneHue
NOBEPXHOCTbIO aTaKu

O on.
AED (X
‘0’.' ?:@K: ar

, «HuKorpa He
®

NMnratdopma 3awunThbl Hynesoe posepue

06na4YHbIX NPUNOXKEHUI (Zero Trust)
(CNAPP)

o " .A

AOBepaAun,
BCerga nposepan»
NHTerpaumnsa 6e3onacHoctu B
npougecc pa3paboTky,
OueHKa puUCcKoB u
NPOAKTUBHOE YMEHbLUEHUE

obecneuyunBatoLlan

6e30MnacHOCTb NPUIIOXKEHUN
NOBEPXHOCTM aTaKu

Co3paTb 60nblIE NPENATCTBUMN
ANA aTaKyoWMX U caenatb uUx
BUANMbBIMW ANA OOHAPYKEHUS

40 NX 3anycCKa.
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Bbl/10: aHanuTnkm SOC nonyyatoT MHOro onosewieHUm ot SIEM 6e3 KOHTEKCTa U TPATAT Bpemsa Ha UX U3yyeHue.
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UpeHTndukauma O6HapyxeHue u Mnardpopma ana O6HapyXeHue MNpepoTBpawieHune
pearupoBaHue ana 3aWwmTbl 06N1a4HbIX yrpos B cetu u YTE@UKU AQHHbIX
KOHEYHbIX YCTPOMUCTB pabouunx cpep, pearupoBaHue (DLP)

(EDR) (CWPP) Ha Hux (NDR)
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O6HapyxeHue B Mpuoputusayua ABTOMaTU3NPOBAHHOE Ynpasnsemoe
pa3HbIX cUCTEMaX Ha OCHOBE PUCKOB BOCCTAHOB/IEHUE obHapyxeHue n
pearmpoBaHue
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Bpema Cumynauuma atak @ Red Teaming

obHapyKeHusn
PaHHee obHapyKeHue Ncnonb3oBaHme [locmoTpuTe Ha CBOIO
TEXHUK, cnmmMmynaumun B3sioma m cncrtemy be3onacHoCTuU
TAaKTUKKU 1 npoueayp aTtaku ana bonee C TOYKM 3PEeHmnA
TOYHOM OoueHKHU 310yMblLLNTEHHUKOB

3P PEeKTUBHOCTU Mep
be3onacHoCTH
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KoHconnpgupyite Konnuectso Mcnonb3yiiTe KOMNAEKCHbIE TpeboBaHUA K KOHPUAEHLMANBHOCTH

MUHCTPYMEHTOB 6e3onacHOCTU U nnaT¢opr| no 6esonacHoOCTM N HAAEeXHOCTU AAdHHDbIX PaCTyT —
BEeHAO0pPOB ANA ynpoweHua BMECTO TOUYEUYHbIX pEI.IJEHMﬁ cpeAacrtea 6e3onacHocTH AO0J/1XKHbI
onepauun no obecneueHuto COOTBETCTBOBATb PaCTyLUUM

6e30nacHOCTU U 3aKYNOK nortpebHocTAM
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Zero Trust Architecture
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M d nagEd I::‘;::; En:epg:::: & Email Cloud Infra  Applications ;:sz Data Network Ics/OT ECO SySte m
Services Integration

IT Infra Operations SOC Operations Cloud Operations

Endpoint & Email Network Security Hybrid Cloud

Core Services
Security Engines | Open APl | AI/ML | Big Data Analytics

Global Threat Intelligence

Attack Surface Intelligence | Zero Day Initiative | Threat Research
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MHTenneKkTyasnbHas MHOroypoBHeBasi cuctema 6e30nacHoOCTU
obecneynBaeT MaKCMMaAbHYIO 3aLWUTY

g . &) MpenoTepalleHne BTOpKeHUI (IPS) n mexceTeBon aKpaH

- . o PaHHAA 3aWmMTa OT Yrpo3 HY/AEBOrO AHA

bt Known Known Unknown Noise A M .

- Good Data  Bad Data Data Cancellation o MpeaoTepalleHMe 3KCNA0OMNTOB 1 penyTauusa ¢paiinos/seb-
CTpaHuL,

3awmTa ot moamdpuKaumi
KoHTposb NpuaoKeHum
MOHUTOPUHT LLENOCTHOCTH
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Koppensuma ceTeBoro cogepKMmoro

be3onacHble ¢painbl 1
OeNCcTBUA paspeLleHbl

bnokuposka

s0ceceecccccccccc X oo .
BPeAOHOCHbIX haliioB U

Custom Sandbox Analysis OencTamm
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PaccnepoBaHue n pearuposaHue
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. : ] O6HapyeHune
Endpoint Detection ! aKTUBHOCTU U XpaHEeHMe
& Response !

KomnpomeTauum, STIX)

1
1
1
1
1
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1
N ELER: 06134HOM i AKTyaJ'IbeIe KamnaHunn (MH,D,MKaTOpr
1
XpaHunnunue )
1
1
1
1
1
1

E-mail Detection &
Response

Cloud Detection & i
Response i

sanbiuys9y
yoene paniasqo

SIEM & SOC Analyst

; Coptuposka & Workbench
Bm3yanm3au,vm dTaKU

O6Hapy:keHue — MITRE mapping

Network Traffic

Analytics ZERO TRUST — SECURE ACCESS
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BbicOKasa aoctoBepHOCTb OOHapyXKeHnsa 6e3 neperpyskn onoseLLeHns

CblpbIX n10ros

1.25 mnnnmnappaa

O6Hapy»XeHOo TeXHUK
(BCcex ypoBHeM cepbe3HOCTH)

Workbench Alerts
(npepynpexaeHuns, BbI3BaHHbIE MOAENAMM
obHapykeHua XDR)

UHUMaeHTbI
(CkopennunposaHHble workbench alerts)

Based on a real company with
1000 devices in a 7-day period




ENDPOINT - 60/1bLUMHCTBO aTaK

3aTparuBaloT YCTPOMUCTBA

nosnb3oBaTeneun

* [loWCK yrpos, CKpbITblE B TEIEMETPUM
KOHEYHbIX TOYEeK

*  YTO NpOM30LLI/IO HAa KOHEYHOM
ycTponcTBe? Kak oHa
pacnpocTpaHmMnach?

CETb - BbiaBneHue cnenbix 30H EDR

(HeynpaBnaemble; ycrapeswwue, loT,

lloT).

* Kak 3/10yMbllINEHHUK NepemeLlaeTca
No opraHu3aymm?

* Kak yrposa nepepgaerca?

22 | ©2023 Trend Micro Inc.
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EMAIL- 94% BpeaoOHOCHbIX Nporpamm

KTo eLie nony4ymn sTo nUCbMO UK

QHANOrNYHYIO Yrposy?

*  WHTerpauuna APl ona BHyTpeHHero
NpPoOCMOTpa

* EcTb M ckOMNpomeTUpoOBaHHbIE
y4yeTHble 3anucu, otTnpasaatoLLme
BHYTPEHHME PULLINHIOBbIE NUCbMA?

CLOUD/WORKLOADS/CONTAINERS -
KPUTUYECKU BaXKHbI ana busHec-
onepauumi.

* KoppenupyeT gaHHble ¢ bonbliero
KONMYecTBa CpeacTB KOHTPOIA
6e3onacHocTH, yem obbiyHbIe EDR,
YTO NO3BO/IAET peLleHNAM paccKkalaTb
6onee NOAHYO NUCTOpPMULIO.

* Y10 npomnsowno Ha cepsepe?




BONbLUMHCTBO aTaK BBBMMOAEﬁCTBVET C KOpnopatuBHbiMU KOHE4YHbIMU TOYKaM¥U B Te4yeHune
XU3HEHHOTO UnuK/Aa HapyweHuna

AHanuTnkmM 6e3onacHOCTM HaxoaAT
Yrpo3bl, CKpbITble Cpean TenemeTpunm KOHEYHbIX TOYEK.
|OC sweeping

O,
=

YTO NpOM30LW/I0 B KOHEYHOM TOYKe?
@ Kak oHa pacnpocTpaHunack? Kakme TaKTUKU/TEXHUKM
MCNONb3YOTCA?

N3onaumna, oCTaHOBKa npouecca,
yAaneHne/BocctaHoBneHMe daiinos

[ne BO3HWKANA yrpo3a?
[Oe elle 3Ta yrpo3a NPUCYTCTBYET B MOEWN ceTn, paboumx




MUcTOYHMK 3aparkeHnsa BpeaoHOCHbIm MO

94% Email

WUcTouHumk: OTyeT Verizon o
paccnefoBaHUAX yTeyeK AaHHbIX, Malt
2019 roga

Ectb nn CKOMNpPOMETUPOBAHHbIE YY4ETHbIE 3aMNNCH,
) paccblnatoine BHyTpEHHHNE d)MLLIl/IHI'OBbIe nucbma? MHAMKaTOpr
KOMMNpOMeETaLnn npoYvecbiBatkOT NOYTOBbIE ALWLUNKA

ra
O,

I& KTo ele nony4mn ato nucbmo/yrposy?

KapaHTuH, yaaneHue




JaHHble 0 aKTUBHOCTU:

OnoBeLeHNA He PaccKa3biBaloT BCe
ncTopum

AKTUBHOCTb Y4ETHOWM
3anucu nonb3osaTena
Mpouecchl
BbinONHEHHbIEe KOMaHAbI
CeTeBble NOAKIOYEHUA
Co3aaHHble/nonyyYeHHble
dannbl

MoanduKkaumm peectpa

° CKopee BCero, aTo o4uH war 13
MHOTIuUX...

*  KaKoBa 06uWasn KapTuHa?

° Bbl N 3710yMbILWNEHHUK ycneLueH?

Log Inspection Alert BbICOKOTOYHbIE OBHapyXKeHus,
Possible attack on the SSH

. . COOTHECEHHbIE C Pa3/IM4HbIMUN CpeacTBaMi
Server (or version gathering)
Source: 3.211.84.114 KOHTPONA 6e3onacHoOCTU K MEPONPUATUAMMU,
4yTObObI pacckasaTtb BClo nctoputo B uenom. |OC
sweeping

MonHas BUANMOCTb aKTUBHOCTU
NOMOraeT OTBETUTb Ha BOMPOChI: YTO MPOM30LLJIO
BHYTPU paboyen Harpy3kn? Kak oHa
pacnpocTpaHmnnach?
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[ aHHble 0 aKTUBHOCTMU:
MNoTok TpadukKa
MNepumeTpanbHble U 6BoKoBble

YnpaBsasembl yCTpoiicTBa Heyn paBnaemble Legacy IIoT NOAKNIOYEHNS

___________________________

Nopo3sputenbHoe nosegeHme
. Tpadmka

{o} Buaetb BCto ceTb, BKAOYAA "MepTBble 30HbI"
EDR. AHannTUKa obHapyXKuMBaeT CnoXKHble yrpo3bl. I0C sweeping.

)

Kak nepepaetca nHpopmauma ob yrpose?
KakK 3/10yMblLINAEHHUK NEpEMELL,AETCA MO OpraHM3aumnmn’?

ok

m

Block host, block URL




© TREND?

Npenmywiecrtea XDR:
6bicTpOoe n TouHoe obHapyKeHue

CNOXHbIX Yrpo3 U pearuposaHme
Ha HUX



OrpaHnyeHHaa n
dparmeHTUpPOBaHHaA
BUANMOCTb

CnokHbi naHawadpT N36bITOK
yrpo3 OnoBeLLEHUN
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Pa3Hble noaxoabl K XDR

OTKpbITbIN

HatuBHbIN

MMbpuaHbii
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MonaraeTca Ha MHTerpauuio ¢
CTOPOHHMMMW MPOU3BOAUTENSMWN ANA
cbopa MHOroypoBHeBOW TenemeTpum

N peanunsaunmn pearmposaHma

WNHTerpupyeTca ¢ ApyruMmn MHCTPYMEHTaMM CnewumManbHO CO34aHHAA apXUTEKTYpa:
6e3onacHoOCTM U3 cobcTBEHHOrO nopTdens

KoppenupoBaHHoe 06HapyKeHUe, MHTErpUpPOBaAHHbIE
ANnA cbopa TenemeTpum 1 peanunsauum paccnefoBaHWA, MHOTOYPOBHEBOE pearnpoBaHue no Bcem
pearMpoBaHua BEKTOpaM 6e30MacHOCTM B TaHAEME C MHTerpaLmen

CTOPOHHUX NponssoauTenei n API.
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D6HapyKeHUue

Extended Detection
& Response (XDR)

o

KpmmuHanuctuka u

CueHapuu
PearnposaHue Peam POBaHWe
4 A N\ [ A A N\ [ A N\ [ A A ( A A 1\
UpeHTUdPMKauua [AaHHble OT/UKT CeTb Ob6nako 9. nouTa KoHeuHoe CTopoHHMe
YCTPOUCTBO peweHus
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Camblii LLMPOKMIA OXBAT CEHCOPAMM HA PbIHKE




|7 J 4 (( \) J A4

HoyTbyk Cepsep Bupr. N
KomnbtoTtep cepsep My6anuHoe/ Ycrapeslumm
KoMMbloTep

YyacTHoe o6naKko

N /

LleHTpann3oBaHHbIN MOHUTOPUHT
Pa3BEPHYTbIX KOHEYHbIX YCTPOWCTB: BEPCUN,
KoHbUrypaumm, coctosHue paboTocnocobHoOCTU U T. A,

EavHoe ynpaBaeHue v nogaepika
pa3HbIX onepaLUOHHbIX CUCTEM

MHuTerpmnposaHHble paboumne npoueccbl SecOps:
lNMprMeHeHMe Mep No CMArYeHUo NocIeACTBUI; MPUMEHEHUE 3awmTa, oNnTUMM3NPOBAHHAA MO/, TUM KOHEYHOIO YCTPOMCTBA
HaCTPOEK MOJINTUKM...

EpuvHasa nnatdopma ansa passepTtbiBaHUA U ynpasaeHus EPP n
EDR/XDR

31 | ©2023 Trend Micro Inc.




MITRE ATT&CK MATRIX™ MAPPING Go to App Last 24 hours v 1
App ttack Tec ues | Criteria @
ur Ir ] C ( and filt Impa
C pment Escalation 3 r t
0 0 0 99 4 8 6 32 2 1 0 0 2
T1047 T1546.008 T1055 T1027 T1110.001 T1033 T1210 T1071.001 T1486
E 2 4 452 : 1305
T1059.005 T1574.001 T1546.008 T1055 T1082 T1071.004
1 5 4 1304
T1059.007 T1574.001 T1218.01 T1071
T2 TN0S
T1574.001 T1071.003
c 6a30u 3HaHN
t I
MITRE ATT&CK o Vision Ona™ :
Trend Micro Vision One™  observed Attack Techniques © 2023-02-0702:43 (UTC+00:00) M [ Vonese
c n e I.l” an M CTl I n o M 5 Risk level: Critical, High, M... (5) v Detected: Custom period v Technique ID v T1027 Apply b
Show Highlighted Objects: @
ro Bo pﬂ T H a OA H o M ﬂ 3 I I Ke Associated entity Risk level @ Detection filter Description Tactic Technique Detected +
~ WIN10-1123 F=  Medium Obfuscated registry data Registry data includes base6... A000! T102 2021-12-23 00:50:18 &
Detection filter Highlighted Detection filter Description Tactic Technique
risk level ) objects ( * )
0 Obfuscated registry data Registry data includes base64 encoded contents A000! )2
endpointHostName: WIN10-1123
processFilePath: C:\Program Files (x86)\Trend Micro\Endpoint Basecamp\EndpointBasecamp.exe.old.0
processCmd: "C:\\Program Files (x86)\\Trend Micro\\Endpoint Basecamp\\EndpointBasecamp.exe" [service
objectRegistryValue running_exception_list
objectRegistryKeyHandle: HKLM\SOFTWARE\WOW6432Node\Vonese\SecurityKeys
objectRegistryData: yMmy8QNiwTLkUmIF4WejHndgS2zDr0q7srGjTsCOWVi+31bbWT3BOcHkz93ZsCDSnAYQ19ScsmMOWPUVWy3S2+N5sVEY8JBapjv2ZYz7130bluicGwWKWBUkciSO8NzB3BnSQe
VS+WvDi1x6yQ==
tags MITRE.T1027

X o
[
TREND:
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Mopaenu obHapyXeH1a 06 beAUHAIOT MHOXKECTBO NPaBua U GUNbTPOB C UCNO/Ib30BaHUEM
Pa3s/INUYHbIX MEeTOA0B aHaNM3a, BKAOYAA CYMMUPOBAHME AaHHbIX U MalWMHHOe 0byyeHue

Detection Models  Exceptions

Severity: Critical v Applicable products: All products v Status: All

Severity

Model

Potential Locky Ransomware
Encryption

BlackByte Ransom Note Creation

Ransom Note Detection (Real-time
Scan)

Description

A file with filename similar to ransomware locky
encryption has been found.

BlackByte Ransom Note Created in the System

Ransom Note Detection found on the system by
Real time Scan

v

Last updated: All v Q

Applicable products

Trend Micro Apex One as a Service,
Trend Cloud One - Endpoint &
Workload Security, Endpoint Sensor

Trend Micro Apex One as a Service,
Trend Cloud One - Endpoint &
Workload Security, Endpoint Sensor

Trend Micro Apex One as a Service,
Trend Cloud One - Endpoint &
Workload Security, Trend Micro Apex
Central, Trend Micro Deep Security
Software, Trend Micro Deep Discovery
Inspector



Summary ]

Possible Account Compromise Sign-In Activity Found -
New application and device OS

Multiple indicators shows the account is compromised
including sign-in from new application and device OS,
sign-in [P is rarely seen in previous activity.

Score: 53

Impact scope: a3 E1

Last seen: 2022-02-13T09:51:08Z
Automated responses: 3 tasks  &F
Highlights

Possible Account Compromise Sign-In Activity Found
- New application and device OS

o Account Compromise Report (3 indicators found)
Technique: T1078.004 - Valid Accounts. Cloud Accounts

(® 2020-02-13T09:51:08Z

a (Angela Chu) angela_chu@example.com
Sr. Staff Engineer | SPN
Risk level: High
& (cloudapp) dropbox.com
= (mailbox) xdrwbtest@xdrintwb.onmicrosoft.com
& (sam_account) -

‘ xdrwbtest@xdrintsb.onmicrosoft.com

PaboTa no Bcem BeKTopam 6e€30nacHOCTU AN CHUXKEHUA YPOBHSA
W30/IMPOBAHHOCTU U O6HapyKeHUA, paccienoBaHUA U pearMpoBaHUA Ha
noAo3puTeNbHOE NoBeaeHue, BpegoHOCHbIE NPOorpamMmmbl, NPOrpaMmmbl-

BbIMOraTenin, aTaku C HapylweHuem paboTbl U apyrue KpUTUUYECKUE aTakm.

xdrwbtest@xdrifitwb.onmicrosoft.com

&,
w Angegla Chii e

IDENTITY
Show Identity Summary
@ View Asset graph
%log on r GENERAL

Copy to Clipboard

SEARCH

New Search

ACTION
Disable Account
Reset Password

Force Logoff

dropbox.com



Alerts (3) Incident Timeline Impact Scope (5) Highlighted Objects (16)

CBA3biBaHUeE OTAENbHbIX TOUEK cObbITUI BO

Demo - Possible Cobalt Strike Connection (3). BPEeMEHM C 0AHOI NepBONPUINHON
64 Adversaries may communicate using the Domain Name System (DNS) application layer
protocol to avoid detection/network filtering by blending in with existing traffic. Createc
Adversaries may communicate using application layer protocols associated with web Last up
Score (D traffic to avoid detection/network filtering by blending in with existing traffic. Adversaries

may communicate using application layer protocols to avoid detection/network filtering by
blending in with existing traffic. Key attack techniques: T1071.001, T1071.004, T1071

Status: All v Created: All v Model: All v Q Workbench ID, Endpc
Score + 3 Workbench ID Model Model severity
WB-9439-20230312-
|t 48 Demo - Possible Cobalt Strike Connection High
00000
WB-9439-20230313-
] P 75 Demo - Possible Cobalt Strike Connection High
00000
WB-9439-20230314-
[] o 75 Demo - Possible Cobalt Strike Connection High

00000



Trend Vision One™  search

Open Guide View History

Search Method: Email Activity Data

) §

DATA GROUPING

EMAIL ACTIVITY DATA
Matched Events: 3

>

>

>

tags

filterRiskLevel
pname
mailFromAddresses
mailMsgld
mailSenderlp
mailbox
mailSourceDomain
customFilterTags

customFilterRiskLevel

99+
@ 2023-03-14 09:36 (UTC-05:00) g ﬂ

Co3paHune CNOXKHbIX CTPOK 3anNpocCcoB A1 TOYHOro onpeaeneHus AaHHbIX UK
06beKTOB B Ballel cMcTeme, KOTOpble Bbl XOTUTE UCC/Ie[0BaTb

v mailMsgSubject: Email Demo AND mailUrlsRealLink:winshipway ® Last 30 d:

2023-02-12 10:45:04 - 2023

SEARCH RESULTS OBTAINED 100% DATA (3 EVENTS) | Query More

®

Logged

> 2023-03-03 11:07:53

> 2023-03-03 11:07:45

Profile: Def

tags: XSAE.MA-01-002-VAR1 - First Email to Company from Newborn Sender - Varian
- First Email to Company from Newborn Sender - Variant 2, mitrev9.t1566, mitrev9.t15¢
7-4eff-9e0d-571345¢c49b7d | filterRiskLevel: low | orgld: 55a5b510-8d3f-11e9-a3c

tags: XSAE.MA-01-002-VAR1 - First Email to Company from Newborn Sender - Varian
- First Email to Company from Newborn Sender - Variant 2,mitrev9.t1566, mitrev9.t15¢
51-4b5a-a04c-d8907171b823 | filterRiskLevel: low | pname: 742 - Trend Micro Ema



MHCcTpymeHTbl U pabouune npoueccbl

— ><
ANA paclIMpEHHOro paccieao0BaHUA Upcoming Features
KPUTN4eCKnX UHUMNA4EeHTOoB:
The Forensic and Analysis app allows analysts and responders to react more quickly potential incidents, conduct
. : . @ Feedback
compromise assessments, threat hunting, and monitoring.
@ Multiple Live Query and Offline Search Intelligent Investigation
D @
C6O p plo Ka3aTen bCTB Need to triage potentially compromised endpoints? The Highlight suspicious records and add key evidence to your
Forensic and Analysis app Live Query can quickly run triage workspace timelines to help you gain insight into the context

commands or trigger supported investigation tools to isolate of your workspaces.
affected endpoints.

—é@a ® Th reat I nte I I |ge n Ce Using the Trend Micro Smart Protection Network and artificial

The Forensic and Analysis app Offline Search allows you to intelligence, get a holistic view of the collected evidence and
pinpoint data and objects in your environment using YARA easily find the needle in the haystack.
rules and osquery.

Coming soon Coming soon

® OnepaTUBHbIN WTAO

user login [ ] Malware placed
PaccnepoBaHue B N
peaanOM BpeMEHVI Malwareexecuted
(5'5 o0l
ol MoapobHana xpoHonorus ®

, T g™
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ABTOMaTU3aLUA N OPKeCTpauua pearmpoBaHnA Ha Yrposbil

" . 25 _
Trend Micro Vision One™  sccurity playbooks™revien (© 2023-01-07 00:05 (UTC+08:00) M [ Trend Micro Inc.

Account Configuration Risk
/ Status: [ ] Save  Cancel
System conf Iguration
- Start § Trigger o4+ @® Target a4+ ¥ poTHS [ Action W% —F— tHenDo - ) Action 5.3
Manual User Accounts Generate CSV file Send email notification of results
type: Weak authentication + Recipients: will_y_lin@trendmicro.com
ervice: All
IF = Condition M & — 4+ — poTHIS [&] Action B & — 4+ THENDO 5] Action o
+ Service In Azure AD, Active Directory Force sign out Send email notification of results
AND « Manual approval: Yes « Recipients: will_y_lin@trendmicro.com
+ Authentication issue In MFA disabled, * Notification method: Email
\ M
+
@ Target oo+ IF 2= Condition & —+  poTHS [E] Action W& |+ THENDO [E] Action o
+ Permissions In Directory.ReadWrite.All, Generate CSV file Send email notification of results

User Accounts
« Risk type: Service account = Recipients: will_y_lin@trendmicro.com

misconfiguration

AppRoleAssignment.ReadWrite All,
Application.ReadWrite.All,

38 | ©2023 Trend Micro Inc.




ABTOMaTU3aLUA U OPKECTpaLUua pearmpoBaHnA Ha Yrpos3bil

25
(® 2023-01-07 00:05 (UTC+08:00) A [ Trend Micro Inc.

Trend Micro Vision One™ Security Playbooks”review
Status: . Save Can

Account Configuration Risk
System configuration

- Start & Trigger B+ @ Target % +—+ " porHs [ Action M & 4+ THENDO — [l Action o
Manual User Accounts Generate CSV file Send email notification of results
+ Risk type: Weak authentication + Recipients: will_y_lin@trendmicro.com
+ Service: All
More
—— IF —— 3= Condition M & — 4+ — poTHIS — [ Action W& —+— THENDO — (8 Action o &
+ Service In Azure AD, Active Directory Force sign out Send email notification of results
AND « Manual approval: Yes + Recipients: will_y_lin@trendmicro.com
+ Authentication issue In MFA disabled, + Notification method: Email
More More
-t
@ Target o —FB— 2= Condition i &% —|+ — poTHS [E] Action i & —+— THeNDO — [E Action o &%
User Accounts + Permissions In Directory.ReadWrite.All, Generate CSV file Send email notification of results
+ Risk type: Service account AppRoleAssignment.ReadWrite. All, + Recipients: will_y_lin@trendmicro.com
misconfiguration Application.ReadWrite.All,
More



=» Start

¥ Trigger

[ ERITE]

ABTOMAaTU3aLUUNA U OpPpKecTpauua pearmposaHmA Ha yrpo3bil

o &%

4+

@ Target

User Accounts
+ Risk type: Weak authentication
+ Service: All

@ Target

User Accounts
+ Risk type: Service account
misconfiguration

o &

More

o &

+ I+ — DOTHIS B Action o £

Generate CSV file

IF = Condition m o

+ Service In Azure AD, Active Directory
AND
= Authentication issue In MFA disabled,

More

+  F 2% Condition oW+

+ Permissions In Directory.ReadWrite. All,
AppRoleAssignment.ReadWrite.All,
Application.ReadWrite.All,

More

DO TH



o &

More

o &

ABTOMaTU3aLUA N OPKeCTpaLua pearmpoBaHnA Ha Yrpos3bil

+ ——+ — DOTHIS B Action M % |+ — THENDO B Action o &

Generate CSV file Send email notification of results
+ Recipients: will_y_lin@trendmicro.com

—— IF —— == Condition M 4+ — poTHIS — [S] Action W& 4+ THENDO — [S Action m &
« Service In Azure AD, Active Directory Force sign out Send email notification of results
AND + Manual approval: Yes + Recipients: will_y_lin@trendmicro.com

« Authentication issue In MFA disabled, * Notification method: Email

More More
o
+ —F Z= Condition M &* —+ — poTHIS [E] Action W& — 4+ THENDO [E] Action o &
= Permissions In Directory.ReadWrite All, Generate CSV file Send email notification of results
AppRoleAssignment.ReadWrite. All, * Recipients: will_y_lin@trendmicro.com

Application.ReadWrite.All,

More



HenpepbiBHbIN MOHUTOPUHT OMOBELLLEHMUIN, KOPPEenauma 1
paccTaHOBKa NPUOPUTETOB C UCMO/Ib30BaHUEM
aBTOMaTM3aLUMKN U aHANINTUKKU. [IPOaKTUBHOE CKAHHUPOBAHME
NO KOHEYHbIM YCTPOMCTBAM, CEPBEPAM, CETAM U 3. NoYTe

BcecTopoHHUIM aHanM3 1 NogpobHbI NnaH
pearmpoBaHuA C yganeHHbIM pearmnpoBaHMEM C

O6HapyKeHMe CIOXKHbIX HanpaB/ieHHbIX aTak nomouibto npoayktos Trend Micro

C MOMOLLbIO NepenoBbiX TEXHUK U

aHa/INTMYECKOW MHPOPMALIMM OT 3KCMepTOoB

no 3awunTte OT yrpos3

42 | ©2023 Trend Micro Inc.




YckopeHue SOC. UpeanbHoe
coyetaHue: Bszaumocsasb XDR u
YnpasneHua puckamu

noBepxHocTu ataku (ASRM)




Extended Detection &

Response (XDR)
O6HapyXeHue
PearnpoBaHue PaccnepoBaHue

3 T g g e ——
N W W= warmr L

<




YHpaBneHme puckamun
NOBEPXHOCTU aTaku
(ASRM)

O6HapyxeHune
NMOBEPXHOCTU
aTaku

CHWXeHue OueHka
PUCKOB pUckos
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Extended Detection
& Response (XDR)

O6HapyxeHue

PearnpoBaHue PaccnepoBaHue

G




yl'lpanIEHVle PUCKamu CocTtasneHune KapTbl akKTUBOB MOMOIaeT B
NOBEPXHOCTU aTaKU COPTUPOBKE U paccneaosaHnm

(ASRM)

Extended Detection &
Response (XDR)

JaHHble 06 06HapyKEHUU cayKaT

OCHOBOW ANA OLLEHKMN PUCKOB \

O6HapyKKeHue O6Hapy:KeHue
OLeHKa PaccnepoBaHue
) MpPOaKTUBHOE CMArYeHMe NocaeACTBUIA “ )
Cmaruenne CHUXXAeT YNCNO UHLMAEHTOB {lj PearmposaHue

[lecTBMA No pearMpoBaHUIo onpesenstoT
pPeKoMeHAaLMM No CMATYEHUIO NOCNEACTBUM
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CHUXEeHne PUCKOB MUHUMU3IUPYET YNCNO [ XDR ]
onoBelleHn 06 yrposax

XDR v TenemetTpun UAEHTUYHOCTU
obecneymBatoT 60NbLINA KOHTEKCT
Ana KoHTpona Zero Trust

Moaxopa Zero Trust AMHAMUYECKU
COKpallaeT NOBEPXHOCTb aTaku



JaHHble 0b yrposax nomorarot oueHmTb pnUCK [ XDR ]
U BNMUCATb €ro B KOHTEKCT

)

HenpepbiBHaA OUEeHKa CAYXKUT OCHOBOWM
ana nogxona Zero Trust

ABTOMATU3NPOBAHHbIN KOHTPO/b Zero Trust
3amegnaeT 4enUCTBMA 3/10YMbILL/IEHHUKOB



!‘z yeuneHne cTpyKType ‘Of NosbiweHne rubKoCcTH
® 6e3onacHoCcTH N

MnatdopMeHHbIN ABTOMATU3MPOBAHHOE
noaxon obecneynsaet pearMpoBaHue Ha yrposbl
obHapyxeHune u N yCTPaHEHNE PUCKOB
BUAMMOCTb BCEX Knbep- faeT KomaHgam b6onblue
aKTUBOB B LMdpPOBOMH BpeMeHMU, 4Tobbl
cpeae COCPeaoToOYUTHLCA Ha

CO3/,aHUN LEeHHOCTEM

+11
R4

lNoBbllWeHMe yPoBHA
KnbepbesonacHoctu

KonnyectBeHHas oueHKa
PUCKOB MOMOFaeT AOHEeCTH
MHPOPMaLMIO U COBMECTUTb
NPAKTUKY yNpaBaeHun
Knbeppuckamm c
onepauuaMm 1 Uenamm
bm3Heca

49 | ©2023 Trend Micro Inc.



KTo mbli?




Trend Micro At a Glance

e e
1.93 Billion e
° +9% YoY

94 ‘et 385000+  Enaareet | 52M

Quarters

Every quarter since going public 500,000+ commercial customers, 150+ countries Protectedtisers

The Leader in _ in Public
Cloud Security Leader in Vulnerability
Based on global market share* Based on offering strength and strategy* Disclosure

+ Over 94 Billion threats

65 COU ntries 7000+ blocked in 2021

IDC Cloud: www.trendmicro.com/en_us/business/products/hybrid-cloud.html?modal=rla-btn-idc-learn-more-daOc46 E I
*Forrester Wave, Extended Detection and Response (XDR):www.trendmicro.com/en_us/business/products/detection- I I l p Oye e S

response.html?modal=rla-btn-forrester-xdr-see-why-ea3198




United States

Austin

W Trend Micro Research Centers

@ Cybercriminal underground
investigations

©2023 Trend Micro Inc.

Powered by Trend Micro worldwide research

S3o Paulo

China
Nanjing

Bangalore

Singapore
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Challengers Contenders Performers
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current
offering
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McAfee
Cisco ® g—Elasﬁc (*)VMware +Cybe
+Kaspersky
Sophos(+)
FireEye (*)

Weaker
current
offering

Weaker strategy
Market presence*
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N
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Leaders

P Stronger strategy

THE FORRESTER NEW WAVE™

Extended Detection And Response (XDR) Providers
Q4 2021

Trend Micro J/inpep:

e HamBbicLMK 06LWMIA PEUTUHT NO NPEAJ/IOXKEHMUIO B
NPOAYKTE.

* "Otanuanacb" oT KOHKypeHTOB B 7 13 10
NHOMBUAYA/IbHbIX KaTETOPUN OLLEHKM.

https://www.trendmicro.com/explore/forrester-wave-xdr

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of Forrester Research, Inc. The FORRESTER
Forrester Wave™ is a graphical representation of Forrester’s call on a market and is plotted using a detailed spreadsheet with exposed scores,
weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave™. Information is based NEW WA
on best available resources. Opinions reflect judgment at the time and are subject to change. Or The Forrester New Wave™ is copyrighted by LEADER
Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of Forrester Research, Inc. The Forrester New Wave™ is a graphical

representation of Forrester’s call on a market. Forrester does not endorse any vendor, product, or service depicted in the Forrester New Extended Detection
Wave™. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change. And Response (XDR)

Providers
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https://www.trendmicro.com/explore/forrester-wave-xdr

Challengers

Stronger
current
offering

Weaker
current
offering

Strong
Contenders Performers

Broadcom Symantec (- )
v
L)
cisco
Fortinet

Sophos-

Leaders

(- prootpoint
Trend Mic

s &
Barracuda - } .

Networks
Microsoft

N
Googie( ) @Minecasl

(©Area 1 Security

Ozx
Agari-
Forcapoint &)

+SonicWall

Challengers

Stronger
curren
offering

Weaker
curren
offering

Strong
Contenders Performers Leaders

-
CrowdStrike | - )

Bitdefender 7 110 wicra -

o = L

Symantec (- ) Mware - ) Microsoft

SentinelOne(+)

. MeAfes [~

Sophes| * )

BlackBerry (-}

Strong

Challengers Contenders Performers

Palo Alto Networks | -

CrowdStrike -

McAfee
-~Elastic (- VMware +Cybereason

-Kaspersky

Challengers

Jinpep B obecneyeHnn 6ezonacHOCTU NPeanpPUATUSA

Strong
Contenders Performers Leaders

Trend Micro M &
SentinelOne - .

- Bitdefender
Palo Alto Networks

Elastic -

O ool -)VMware Carbon Black

©Sophos

Weaker strategy stronger strategy Weaker strategy Stronger strategy

Market presence Market presence

The Forrester Wave™:
Endpoint Detection and
Response, Q2 2022

The Forrester New Wave™:
Extended Detection & Response
(XDR) Providers, Q4 2021

The Forrester Wave™:
Enterprise Email Security,
Q2 2021

The Forrester Wave™: Endpoint
Security Software as a Service,
Q2 2021

r Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical
Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor,




Jlnaep aHann3sa U BUAMMOCTU CEeTU

Komnanua Trend Micro - oAuH 13 BCEro YeTbipex NOCTaBLLMKOB,
nony4ynswmnx 3saHue "J/inaep". Mol nonyunnun 5 6annos ns 58
Kateropumn "Ctpaterua - MUHHOBaLUWUN U BUAEHUE", COXpaHUB Npu
3TOM OpPUEHTaUMIO Ha YyA0HCTBO M NPOCTOTY PaboThbI C
KAMEHTaMMU.

Trend Micro npeanaraet NDR n NAV B cocTaBe Hallew
nnatpopmbl KnbepbesonacHoctn Trend Vision One™,
obecneunBatowen KomnaekcHoe obHapy»KeHue yrpos u
pearMpoBaHMe Ha HMUX B maclwiTabax npeanpuaTtus.

THE FORRESTER WAVE™
Network Analysis And Visibility
Q22023
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering AR >
N Avista Networks )
o
, (- JLumu
Trend Micro .
Fortinet Cisco
+ ) VMware
Vectra Al O >
Trellix (& NETSCOUT(-) (-)Corelight
Darktrace ( >
Exeon Analytics @

Weaker

current

offering

Weaker strategy P Stronger strategy

Market presence*

*A gray bubble or open dot indicates a nonparticipating vendor.

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.

“The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical
representation of Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor,
product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.”

Source: Forrester 2023

55 | ©2023 Trend Micro Inc.

¢’ TREND¢



Cunna B MacwTtabax MpeanpuaTtus

Market Share Leader

in IDPS
2021

Others
17%

FireEye
10%

NSFOCUS Venustech
13% 18%

Revenue in Million USD for 2020-21. Graphic prepared by Trend Micro based the Gartner report.
Market Share: Enterprise Network Equipment by Market Segment, Worldwide, 2021. March 2022
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Magic Quadrant for Endpoint

Protection Platforms (EPP)
Q2, 2021

Microsoft @
@ Cowdstike
@ Trend Micro
@ SentinelOne
ESET @
FireEye @ .‘a’f‘.'ware Carbon Black
-
L ]
Broadcom (Symantec)
[ Cybereason
Bitdefender @ F-Secure Kaspersky
= @ BlackBemy (Cylance)
= Fortinet
& | check Point Software Technologies
&
E Panda Securi
anda Security,
= '
[
=
@
<
COMPLETENESS OF VISION As of May 2021  © Gartner, Inc

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise
technology users to select only those vendors with the highest ratings or other designation. Gartner research publications
consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability
or fitness for a particular purpose.

Gartner

2021 Market Guide for Cloud

Workload Protection Platforms
Q2, 2021

8 of 8

Recommendations*

Trend Micro’s assessment shows
that we meet ALL 8 of the Gartner
recommendations for securing
cloud workloads.*

*Based on Trend Micro’s assessment of Gartner 2021 Market Guide
for Cloud Workload Protection Platforms; Q2, 2021 | G00725997
Neil MacDonald, Tom Croll

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally,
and is used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service depicted
in its research publications, and does not advise technology users to select only those vendors with the highest ratings or
other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not

be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to this research,
including any warranties of merchantability or fitness for a particular purpose.
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|_|pl/I3HaHO HE3aBUNCUMbIMU UCTIBITAHNAMMU

— MITRE ATT&CK"
== ENGENUITY. | Evaluations

MITRE ENGENUITY MITRE ENGENUITY MITRE ENGENUITY
ATTE&CK® EVALUATIONS ATT&CK® EVALUATIONS 1 ATTE&CK® EVALUATIONS
WIZARD SPIDER
APT29 CARBANAK & FIN7 & SANDWORM
2020 2022
* Bbicoyanwee HavyanbHoE * Ton-3 no nokasaTenam BUAUMOCTU U * 100% obHapyKeHne BCeX 3Tanos
0bHapyKeHune TenemeTpum aTaku
* HW3KMI ypOBEHb WIYMa * O6HapykeHo 100% aTak Ha Linux * O6Hapy*keHo 1 NpeaoTBpaLieHo 100%

aTaK Ha Linux
* #1 onAa 3awmThl

¢’ TREND¢
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Jlngep Ha pblHKe pacKkpblTua MHPopmMaL MM 06 YyA3BMMOCTAX

ZERO DAY
INITIATIVE

B Trend Micro

e 10 000+ He3aBMCUMDbIX UcCCaeaoBaTeNEN YA3BUMOCTEN " Clsco
B Google
* Jlnpep Ha pbiHKe NYy6AMYHOro pacKpbITUA = Microsoft
uHdOpMaL MK B TeueHUe nocneaHux 14 ner, = Fortinet
ob6Hapy»u n coobuiaet o 64% yassmmocreit B 2021 = US CERT/CC
ropy PAN
Check Point
Haunbonee packpbiBaembie yA3BUMOCTM C BbICOKMM Kaspersky Lab
YpPOBHEM BO34eUCTBUA (KpUTUUECKUE + BbICOKOM McAfee

CTENEeHU TAXKeCTH)

Source: Quantifying the Public Vulnerability Market, Omdia, May 2022
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